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I Situace ve svete - 2023
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Situace ve svete - 2023

TOP 5

- Prolomeno a ukradeno nejméné 60 000 emailovych adres
(US State Department — Ministerstvo zahranici)

« DarkBeam - zcizeno 3 800 000 000 osobnich udaju.

 Ransomware v UK Royal Mail - wkupné $80 000 000
nedostupnost 11 500 pobocek.

- MOVEit data theft - postizeno 2 000 organizaci, ohrozeny
daje vice nez 60 000 000 uzivateld.

» Indonésie - zcizeno 34 000 000 osobnich udaju obcand.

https://www.weforum.org/agenda/2024/01/cybersecurity-cybercrime-system-safety/
https://www.theguardian.com/business/2023/feb/21/royal-mail-international-deliveries-cyber-attack-ransom-strikes

‘ https://techreport.com/news/darkbeams-alarming-data-breach-exposes-3-8-billion-records/
F@ RES | G HT https://www.bleepingcomputer.com/news/security/microsoft-breach-led-to-theft-of-60-000-us-state-dept-emails/

CvBeR https://www.bcs.org/articles-opinion-and-research/the-biggest-cyber-attacks-of-2023/
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https://www.weforum.org/agenda/2024/01/cybersecurity-cybercrime-system-safety/
https://www.theguardian.com/business/2023/feb/21/royal-mail-international-deliveries-cyber-attack-ransom-strikes
https://techreport.com/news/darkbeams-alarming-data-breach-exposes-3-8-billion-records/
https://www.bleepingcomputer.com/news/security/microsoft-breach-led-to-theft-of-60-000-us-state-dept-emails/
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Situace ve svete — 2024

- Smazani 2 Petabytl dat Russian space research center

« CrowdStrike incident = $ 10 000 000 000 ?

 National Public Data breach - USA, 2 900 000 000 zaznamu
« CDK Global - ransomware Utok, skoda $1 000 000 000

« AT&T data breach, 2 pfipady, unik 110 a 73 miliont klientskych
zaznamU

 Synnovis ransomware - vypadek nemocnic v UK

 Snowflake - série kradeZi dat, ovlivnény stovky miliond
zakazniky? (Ticketmaster 560 000 000, ...)

https://insights.integrity360.com/biggest-cyber-attacks-of-the-year-so-far
https://insights.integrity360.com/biggest-cyber-attacks-of-the-year-so-far
https://techcrunch.com/2024/10/14/2024-in-data-breaches-1-billion-stolen-records-and-rising/

® https://support.microsoft.com/en-us/topic/national-public-data-breach-what-you-need-to-know-843686f7-06e2-4e91-
FORESIGHT 23t ee30b72135%5

CYBER https://www.wired.com/story/snowflake-breach-advanced-auto-parts-lendingtree/



https://insights.integrity360.com/biggest-cyber-attacks-of-the-year-so-far
https://insights.integrity360.com/biggest-cyber-attacks-of-the-year-so-far
https://techcrunch.com/2024/10/14/2024-in-data-breaches-1-billion-stolen-records-and-rising/
https://support.microsoft.com/en-us/topic/national-public-data-breach-what-you-need-to-know-843686f7-06e2-4e91-8a3f-ae30b7213535
https://support.microsoft.com/en-us/topic/national-public-data-breach-what-you-need-to-know-843686f7-06e2-4e91-8a3f-ae30b7213535
https://www.wired.com/story/snowflake-breach-advanced-auto-parts-lendingtree/

Situace ve svete - 2023

Zdroj: 1 Password

10x 95%

utokd na uzivatelska hesla pruniku diky lidské chybé

spolecnosti napadeno pres
neaktualizovana zarizeni.

utok pres neznama zarizeni
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Situace v Cesku
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Situace v Cesku 2023

Zdroj: NUKIB — 262 utoku = 79 % narust oproti 2022

Povinnost hlasit kybernetické bezpecnostni incidenty se

- 2 - vas tyka, pokud jste .. spravcem nebo provozovatelem
2ve|m|vyznamne UtOIW informacniho nebo  komunikacniho  systému  kritické

na statni SUbjEkt d informacni infrastruktury, spravcem nebo provozovatelem
obranny sektor vyznamného  informacniho  systéemu,  spravcem  nebo
provozovatelem informacniho systému zakladni sluzby nebo
provozovatelem zakladni sluzby, prfipadné osobou neuvedenou v

zakoné o kybernetické bezpecnosti.

Inf.

Prinik
bezpecnost

Dostupnost

FORESIGHT"

CYBER https://nukib.gov.cz/cs/infoservis/aktuality/2073-nukib-v-roce-2023-zaznamenal-rekordni-pocet-kybernetickych-incidentu/
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Situace v Cesku

NUKIB - report zaii 2024
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Situace v Cesku

NUKIB - report zaii 2024
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https://nukib.gov.cz/download/publikace/vyzkum/Kyberneticke-incidenty-pohledem-NUKIB-zari-2024.pdf
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Situace v Cesku

Udaje Policie CR
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2021

Registrované a objasnéné skutky

18554

2799

2022

M Registrovano m Objasnéno

19592

2023

2699

Data Policie CR




Situace v Cesku

Udaje Policie CR
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1458 188 174 K&

2021

Zplsobena skoda a objasnénost

3101079 286 K&

2961974 579 K&

2022 2023

mm Celkova Skoda === QObjasnéno

Data Policie CR




© Foresight Cyber Ltd, Page 12

Kam smerujeme

Rizika

Ztrata dat
Nesoulad s normou
Ztrata reputace
Nedostupnost

Mira tolerance

00006
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Cena za obnovu?

Pravdepodobnost a velikost pokuty.

Ztrata klientl, poskozeni jména, znacky.

Ztraty béhem nedostupnosti.

Spravna kombinace tolerance, protiopatreni a pojistéeni.




Kam smeérujeme

Rizika — technicka aktiva

Aplikace
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Kam smeérujeme

Rizika a hrozby

5dnu 7 dnu OhroZena aktiva

Externi Interni

Doporuceny interval nasazeni zaplat dle UK NCSC

p
bdoba CZ NUKIB ‘
(obdoba ) 40% Bez aplikace oprav.

30,6 dnﬁ 250/o Exp|0|tu do 24h po

Priamérna doba do nasazeni oprav Ve re neni.

19,5 dnl’ 11'1 50/0 Zranitelnostf je rizikem.

GO ERC RGO DA ETFI{EE  Okno pro exploit
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Data Qualys
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Kam smerujeme

Protiopatreni — nekonec¢ny cyklus

Organizace nemaji Uplny a aktualizovany seznam zarizeni (CMDB).

Bezpelnostni tymy se zameéruji na reseni zranitelnosti, které neredukuji
rizika.

o/

IT tymy nestihaji SLA pro vysoce rizikové zranitelnosti.

Nejednotna komunikace rizik.

 /byteCné vystaveni se riziku.
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Foresight Cyber

Zaverecna doporuceni

Protect & Identify — proaktivni pristup pred bezpecnostni incidentem

IDENTIFY PROTECT
Nelze oCekavat delegaci zodpovednosti na IT oddeleni.
NIST

Kazdy zameéstnanec je nedilnou soucasti bezpecnosti, Cybersecurity
Framework
RECOVER

DETECT

Dlvéra Vasich zakaznikl - chranite také jejich data.

RESPOND

Odolnost vici Utokdm - technicka stranka, procesni a lidska.

Kyberbezpecnost je vyhodou, nikoli zatézi. Musi byt zakladni hodnotou spolecnosti.
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Kontaktujte me

+420 603 902 414
kuba.safarik@foresightcyber.com

www.foresightcyber.cz
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